Response of the Mobile Broadband Group to the Culture Media and Sport Committee’s inquiry into harmful content on the Internet and in Video Games

1. The Mobile Broadband Group (“MBG” – whose members are O2, Orange, T-Mobile, Virgin Mobile, Vodafone and 3) welcomes the opportunity to respond to the Committee’s timely inquiry into harmful content on the Internet and Video Games.

2. The MBG notes that the Committee will accept as submissions responses to the Byron review and we have pleasure in attaching our response to that review. We also note that the scope of the Committee’s inquiry goes wider and we therefore offer some additional comments in relation to the regulatory settlement and the mobile operators’ specific role in delivering an appropriate environment for its customers.

Regulatory settlement

3. The Committee is particularly looking at the effectiveness of the regulatory regime for dealing with a range of potentially harmful content on the Internet.

4. To get a clear picture of the answer, it is necessary to ask not one question but two. First, what are, in fact, the regulatory arrangements for considering such matters of public concern? And secondly, how well are the existing arrangements doing their job? 

5. For there to be a successful regulatory regime, the public has to be satisfied both with the institutional settlement and have confidence in the way regulation is actually delivered. As a general rule, there will be greater consensus over the former than the latter.

6. To expand on this point, the regulatory settlement for TV broadcast is the dual headed Ofcom & BBC Trust arrangement. While not everyone agrees with this outcome, there is very little day to day debate about the institutional arrangements, even though there is regular and vigorous public debate about the individual decisions they take. 

7. A similar situation persists in advertising, where there has been a co- and self-regulatory settlement involving the Office of Fair Trading, Ofcom and the Advertising Standards Authority. Again, there’s no day to day discussion of the institutional arrangements, even though there is often controversy over the individual decisions.

8. The Press Complaints Commission is a further example. The newspapers and the regulation of newspapers have traditionally been much more controversial. Quite frequently, the PPC and the newspaper editors have been told that they are ‘drinking in the last chance saloon’ of self-regulation. But on each occasion, the Government has decided that self-regulation is better than the alternatives.

9. With respect to the Internet, there is no equivalent regulatory settlement. There is no widely articulated view of what arrangements could best meet our needs. There is no public consensus as to how best to approach the issue. This is especially problematic when the complexity and ever evolving nature of online services renders regulation by a single or even dual bodies next to impossible. It is not therefore surprising that there is a perception of public worry and it is not surprising that we are struggling to deal efficiently with the issues being considered by the Committee.

10. And so the first question the Committee should consider is how best to arrive at a coherent view of the institutional arrangements that we have and need.

11. The MBG believes that most of the building blocks are, in fact, available, viable and functioning well. What is lacking is an overview of these building blocks that can demonstrate the majority of causes for concern are currently governed by either law, formal, co or self-regulation or business rules.  Such an overview would enable the building blocks to be defined and presented within a coherent framework that everyone understands and believes in. This will go a considerable way (although not all the way) to calming a perception among some of the general public that the Internet is out of control.

12. Excellent work is being done by self-regulatory groups, Ofcom, The Home Office Task Force for Child Protection on the Internet, Get Safe On line, the Internet Watch Foundation, the Cyberbullying Task Force and many others. It is just not being drawn together in a way that the public understands or gives them confidence that all reasonable steps are being taken. The MBG’s view is the Department of Business, Enterprise and Regulatory Reform must have the lead role in defining the overall institutional framework and explaining it to the public and others. 

13. The MBG anticipates that there will be no neat and simple solution or that there will necessarily be an outcome that has universal public support, at least in the early years. (We should not forget widespread uptake of broadband is very recent).

14. With TV broadcasting, there are few producers, operating in a definable geographic region. The regulatory settlement is neat and relatively well understood. Nevertheless, it is still an enormously complex task, balancing issues of freedom of speech, economics and standards of taste and decency.

15. With hundreds of millions of producers and publishers operating trans-nationally and new issues emerging very suddenly, the regulatory task for the Internet is an order of magnitude more complex. Moreover the outcome may fall short of what the public would like when compared to, say, broadcast regulation – but it may be the best achievable (at least in the short term). Perhaps we already have the optimum mix of institutional arrangements; they just need to be better presented and understood.

16. There is no simple answer or one institution that is capable of dealing with all the issues. 

17. The range of topics is too broad and the issues often go beyond the realm of just communications policy. Take, for example, ‘cyber-bullying’. Cyber-bullying is an online manifestation of a real-life problem. It would be wrong to consider the matters separately and so it is right that the relevant government department has the lead in addressing the topic (the DCSF, in this case), rather than the communications regulator. The same goes for terrorism (Home Office) and violent crime (also Home Office), consulting all relevant stakeholders. 

18. The regulatory framework is a blend of legislation, co-regulation and self-regulation, with, for practical reasons of enforcement, a heavy emphasis on the latter. 

19. In addition, everyone – including children, parents and teachers will have to be much better educated in how to use the Internet constructively, safely and responsibly. This will include making proper use of the tools such as virus protection, firewalls and parental controls.

20. It is only when we have assessed the effectiveness of the existing arrangements (and acknowledge that no activity is free from risk) that we will be able to move beyond the current approach, which might often be characterised as piecemeal and even knee-jerk.  What is lacking currently is a dispassionate assessment and the courage to consider that regulation and legislation are not going to be silver bullets in this instance.

21. The new framework also requires a new style of leadership. Whereas with national regulation (such as in broadcast), the Government has enough concentrated power to set regulation and enforce it, with the Internet, governance and power structures are so diffuse that leadership has to rely on persuasion, political currency and shared interests to achieve desired goals.

22. In the UK we have seen some models of this happening already. For example, the mobile operators code of practice for self-regulation of content was a world first in 2004 and formed the basis for similar codes around the world, including the EU Framework for safer use of mobiles (A framework that was published by European operators and endorsed by Commissioner Reding).

23. In summary, the Committee’s inquiry will have achieved much if it persuades the Government and BERR in particular to create and describe a coherent regulatory framework from the institutional building blocks that now exist. It will then be much easier to identify any gaps (if any) and then address the specific issues that are currently on the table and the future issues that will undoubtedly arise.

The mobile sector – background and regulatory arrangements

24. Even though there has been no overall regulatory framework, the UK’s mobile operators have been a pioneering force in developing appropriate self-regulatory measures for consumer protection. We have also been active partners in initiatives taken by Government (such as the Home Secretary’s Task Force for Child Protection on the Internet) and the wider industry (such as the Internet Watch Foundation). The detail of this activity is set out more fully in the response to the Byron Review below. 

25. To provide a context, the MBG sets out for the Committee some background and recent history of developments in the mobile sector.
26. When mobile phones were first introduced into the UK in 1985, it was expected that a fully mature market would consist of about 250,000 people, mostly senior business executives. Today, the UK has over 70 million active subscriptions (115% of the population), the second highest penetration in the G7 and Europe (after Italy, with 139%)
. The UK is home to one of the most competitive markets in the world with the four largest operators having fairly comparable market shares, a fifth with a significant foothold since launch in 2003 and a large MVNO with over 4.5m subscribers.

27. The mobile industry in the UK has been an enormous success story and is now a very significant sector. Operators in the UK directly employ over 37,000 staff
. Turnover for mobile communications services is £13.9 billion per annum
. Investment in fixed capital equipment is in the order of £2.3 billion per annum. An analysis conducted in 2004 by CEBR on behalf of O2 calculated that the mobile industry accounted for 2.3% of GDP
. Only the Construction and Hotel/Restaurant sectors are larger in the UK economy. 

28. The UK operations of the five network operators remit approximately £800 million to the Consolidated Fund, in terms of corporation tax, employers national insurance and VAT each year. £55 million is paid to the Treasury in annual spectrum fees. This is in addition to the £22bn paid for 3G spectrum in 2000, which saves the Government around £900 million per annum in debt interest, making a total direct contribution to the public purse of £1.75 billion per annum.

29. In addition to the direct contribution, mobility and other mobile services have contributed considerably to productivity improvements in other sectors of the economy. For example, mobility has delivered more efficient use of mobile work forces and vehicle fleets, faster and more immediate communication for managers and executives working on time critical projects, construction, journalism, sales and public safety.

30. The contribution is not just economic. Mobile operators handle over 15 million 999 calls per annum (40,000 per day), many of which involve life threatening situations. Location services are used extensively in the utilities, NHS and social services to keep an eye on carers working alone in high-risk environments. Text messaging is used by Government; (for example, to contact tourists after the Asian Tsunami, helping the FCO to cope with a terrible situation). 

31. The early steps in mobile focused on delivering ubiquitous and reliable communications for voice and text. Today, the mobile is evolving into an all-in-one device for communications, transaction processing and entertainment.

32. A very large proportion of mobile devices sold today have colour screens, Internet browsers, cameras etc. and their memories and processing power have improved dramatically. 3G networks are fairly widely deployed. Some operators have either announced plans or have already upgraded their networks with HSPA
. The Mobile Data Association is stating that around 15.5 million web/wap page impressions are being recorded per month from mobile devices. PhonepayPlus estimates that mobile subscribers spend around £800 million per annum on premium rate services.

33. M Metrics
 has measured some of the value-added uses that appeal to consumers:

% of subscribers

Browsed for news and information



14.5%

Used  e-mail (personal and/or work)



 9.3%

Purchased ringtone





 5.4%

Downloaded mobile game




4.0%

Purchased screensaver





2.2%

Listened to downloaded music




2.0%

Adult content did not show up on the survey as a significant category. It may be that those surveyed did not admit to consuming adult content but it is also a reasonably popular category (and sits behind access controls to prevent access by minors).

Consumer protection

34. Hand in hand with the economic success of mobile communications, the UK’s mobile operators have developed appropriate self-regulatory measures for consumer protection.

· The UK mobile operators were the first in the world to publish a self-regulatory content code for mobile
, which requires customers to prove that they are at least 18 before getting access to adult commercial content.

· The Code was published on 2004 and has been very successful in meeting its objectives. Code has been used as a basis for similar codes around the  world, including the EU Framework for safer use of mobiles (A framework that was published by European operators and endorsed by Commissioner Reding). The details of the Code and our experience of its effectiveness are set out fully in the response to the Byron review (as attached).

· All mobile operators are engaged members of the Home Office Task Force for child protection on the Internet and have actively supported the development of good practice models (such as the soon to be published guideline on social networking).

· Mobile operators (under the auspices of the Mobile Broadband Group) are represented on the Committee for Advertising Practice. Advertising on the mobile platform is subject to the oversight and rulings of the Advertising Standards Authority.

· All mobile operators have very constructive working relationships with all the law enforcement agencies and regulators such as Ofcom and PhonepayPlus
.

· Mobile operators are also represented on the DCSF task Force on Cyberbullying and have contributed actively to the Guidelines.

· All mobile operators are members of the Internet Watch Foundation

35.  The remit of the Internet Watch Foundation covers child sexual abuse images anywhere in the world and obscene and racial content hosted in the UK. The reason for the difference in geographic remit is that the definitions for the latter two categories are fairly specific to the UK, while the definition of a child sexual abuse image is almost universal. 

36. There are also two very distinct strategies for combating UK based content and overseas based content. 

37. In the UK, under the IWF’s code of practice the mobile operators would respond to a ‘notice and take-down’ request for any of the ‘in remit’ content. In practice it is extremely rare for such a notice to be served. Less than one percent of such content is hosted in the UK.

38.  ‘Notice and take down’ though is only effective for UK hosted content. For overseas content, the mobile operators have agreed to block customer access to sites that the IWF has listed as containing illegal images of child abuse. It is in offence in the UK to possess such images and so blocking is used to protect the casually inquisitive or an accidental encounter with such material on line rather than to prevent the determined paedophile from accessing it.

39. The UK model for dealing with child sexual abuse images has been very successful. There are three main reasons for this:

- while the IWF is self-regulatory, it has been backed by clear law and partnership with law enforcement

-  parliament and the courts have brought about a fairly well understood definition of what type of content is illegal 

· IWF has considerable expertise in assessing the content in question

· The law enforcement agencies in the UK (and generally overseas as well) are very responsive partners in following up on leads passed to them by the IWF

40. The mobile operators, in principle, would support the IWF acting as a consumer hotline and assessment point for the new category of content ‘extreme pornography’ as envisaged by the Criminal Justice and Immigration Bill. There are still discussions to be had about the precise definition and we understand that the Government is considering representations. 

41. Once the UK definition of ‘extreme pornography is in place, the mobile operators will respond to ‘notice and take down’ requests for UK hosted content. 

42. The effectiveness of the IWF model for tackling race hatred has not been so clear cut. As very little race hate content is hosted in the UK, this has not presented a problem in practice. However, the IWF has not received the necessary guidance and training on how to assess the content nor has any law enforcement agency been designated to follow up on actionable reports received and passed on by the IWF. 

43. For a self-regulatory agency such as the IWF to be an effective referral point for the public and issuer of take-down notices’, there needs to be a number of elements in place: a clear definition of content that is illegal to host, effective guidance as to how it is applied and a designated law enforcement agency to pursue actionable reports. These factors, along with whether it was illegal to possess, would have to be taken into account when considering how to deal with other categories of potentially illegal content, such as incitement to terrorism. 

Consumer education

44. In our response to the Byron review, the MBG made the point that consumer education is a key part of making sure that customers are able to use the new media services responsibly and safely. The key messages from that response are restated below:

· Mobile operators recognise that they do not control every aspect of a customer’s use of the technology and that customer education is vital.

· Successful strategies have to include schools and parents in teaching children how to use a mobile safely and responsibly.

· Mobile operators are committed to customer education and media literacy.

· A range of web based and printed resources are available to inform children and parents about how to stay safe and act responsibly.

· Mobile operators have also partnered with expert organisations such as Chldnet International, National Family and Parenting Institute and NSPCC to develop comprehensive and accessible educational materials.

45. For a fuller discussion of the child protection measures taken by the mobile operators, the MBG has pleasure in submitting in full its evidence to the Byron review.

 


The Byron Review

children and new technology

THIS FORM IS NOT INTERACTIVE. If you wish to respond electronically please use the online or offline response facility available on the Department for Children Schools and Families e-consultation website (http://www.dcsf.gov.uk/consultations).
The information you provide in your response will be subject to the Freedom of Information Act 2000 and Environmental Information Regulations, which allow public access to information held by the Department. This does not necessarily mean that your response can be made available to the public as there are exemptions relating to information provided in confidence and information to which the Data Protection Act 1998 applies. You may request confidentiality by ticking the box provided, but you should note that neither this, nor an automatically-generated e-mail confidentiality statement, will necessarily exclude the public right of access.

Please tick if you want us to keep your response confidential.



Name
Hamish MacLeod

Organisation (if applicable)
Mobile Broadband Group

Address:
PO Box 34586 

London SE15 5YA

Non confidential response

If your enquiry is related to the policy content of the consultation you can contact the review team at: 

e-mail: evidence.byronreview@dcsf.gsi.gov.uk
If you have a query relating to the consultation process you can contact the Consultation Unit on:

Telephone: 01928 794888

Fax: 01928 794 311

e-mail: consultation.unit@dfes.gsi.gov.uk
Please tick the box that best describes you as a respondent.












X
Working in video/gaming/internet industry








The Mobile Broadband Group represents the UK’s mobile operators: O2, Orange, T-Mobile, Virgin Mobile, Vodafone and 3



If you are responding on behalf of an organisation, which of these best describes your organisation?



Business: video gaming industry


Business: internet industry


Business: advertising or other media



Business: other
x
Representative body industry/trade


Charity/Voluntary sector



Regulatory body


Government dept. or agency


Other public sector body



Other





The Mobile Broadband Group (MBG) was founded in 2002 by the UK’s mobile operators (O2, Orange, T-Mobile, Vodafone and 3 and the largest virtual mobile operator, Virgin Mobile).

Its work is focused on those areas of policy where it is of benefit to external stakeholders and industry for the operators to collaborate rather than compete. These topics typically cover consumer protection, with particular emphasis on the protection of children. 

The MBG ensures that there is industry participation on the board of the Internet Watch Foundation, the Home Secretary’s Task Force for Child Protection on the Internet, the Committee for Advertising Practice and the industry panel of PhonepayPlus (the premium rate regulator), as well as regular contact with Ofcom  on consumer and content issues. The MBG liases with UK Government in relation to the negotiation and implementation of European Directives, such as the Audio Visual Media Services Directorate and new legislation that may have a direct impact on mobile operators and their customers.

In addition to liaison with Government and regulators, the MBG has been responsible for the development of self-regulatory codes, covering content on mobiles, location services and responsible selling of mobile airtime contracts.

Of particular relevance to the Byron review is the ‘UK Code of Practice for the self-regulation of new forms of content on mobiles’
, which was published in January 2004.

The background to the publication of the Code in 2004 was that, increasingly, mobile devices were being made available with enhanced features, including colour screens, picture messaging, video cameras and Internet browsers and were beginning to be used to access a growing variety of content. 

In anticipation of these products being widely adopted by consumers, including consumers under the age of 18, the mobile operators put in place the measures described in this Code. The intention was that parents and carers should have access to the information with which they can show their children how to use new mobile devices responsibly and the power to influence the type of content they can access.

The Code covered ​new types of content, including visual content, online gambling, mobile gaming, chat rooms and Internet access. It did not cover traditional premium rate voice or premium rate SMS (texting) services, which continued to be regulated under the PhonepayPlus Code of Practice (formerly ICSTIS).

By and large, the assumptions underpinning the original publication of the Code have been borne out by events. A very large proportion of mobile devices sold today have colour screens, Internet browsers, cameras etc. and their memories and processing power have improved dramatically. 3G networks are fairly widely deployed. Some operators have also either announced plans to upgrade or have upgraded their networks with HSPA
. The Mobile Data Association has stated that around 15.5 million page impressions are being recorded per month from mobile devices. PhonepayPlus believes that mobile subscribers spend around £800 million per annum on premium rate services (although only a relatively small proportion of this will be on services covered by the mobile content code).

It is our overall view that the code has been successful in achieving its objectives.

Commercial content

Under the Code, the mobile operators committed to establishing an independent classification body to provide a framework for classifying commercial content that is unsuitable for customers under the age of 18. 

The IMCB, a not-for-profit subsidiary of PhonepayPlus, was established on October 2004 and published its framework in February 2005. The framework can be found at www.imcb.org.uk. The IMCB is made up of a subset of the PhonepayPlus board, chaired by Sir Alistair Graham. The secretariat is run by the Deputy Director of PhonepayPlus and the IMCB shares facilities with PhonepayPlus. 

In accordance with procedures set down in contract, the mobile operators’ commercial content providers are required to self-classify as 18 all content unsuitable for customers under the age of 18, adhering to the IMCB’s framework. This requirement does not apply to premium rate voice or premium rate SMS (texting) services, which continue to operate solely under the PhonepayPlus Code of Practice.

By default, all commercial content not classified as 18 is unrestricted.

In practice the commercial content providers have been good at classifying their content in accordance with the IMCB’s framework and rarely have to seek advice about its interpretation. In the recently published IMCB annual report,  www.PhonepayPlus.org.uk/publications/annual_report0607/ (incorporated within PhonepayPlus report), it  was recorded that content providers sought advice on 49 occasions, 11 of which were out of remit. This is very much in line with the previous year when advice was sought 45 times. 

During its operation, the IMCB has only had to settle one dispute, where the content provider had self-classified as unrestricted when another party believed it should have been classified as 18. The IMCB judged the content in question to be 18 and the content provider made the appropriate change.

Customers are prevented from accessing 18 content because each mobile operator places commercial content classified as 18 behind access controls and only makes it available to those customers that it has satisfied itself, through a process of age verification, are 18 or over. 

The operation of access controls appears to have worked very well. There have been negligible reports of minors viewing 18 classified content on their mobiles. Only a handful of matters have been raised with the MBG (responsible for managing the overall code). A few queries have arisen because there were reports of minors transferring 18 content via Bluetooth. However, as Bluetooth is beyond the scope of the Code (and the mobile operators’ control), no further information was obtained or action taken. 

The IMCB is not reporting any significant levels of public concern about minors getting access to 18 content on mobile devices. Neither are complaints being referred to us by the Internet Watch Foundation or Ofcom. On the basis of the evidence to date, it would appear that the approach adopted by the mobile industry has been correct and proportionate, while recognising that the issue of child protection is very important.

The UK operators, through their Group companies, have actively participated in the development of the European Framework for the safer use of mobile by children (a pan-European self-regulatory initiative facilitated by the Commission)
. Much of the content of the document was based on initiatives taken in the UK.

Internet Content

With respect to content that customers access via their mobile Internet browsers, the content Code provides as follows:
“Mobile operators have no control over the content that is offered on the Internet and are therefore unable to insist that it is classified in accordance with the independent classification framework.

Mobile operators will therefore offer parents and carers the opportunity to apply a filter to the mobile operator’s Internet access service so that the Internet content thus accessible is restricted. The filter will be set at a level that is intended to filter out content approximately equivalent to commercial content with a classification of 18.”
All mobile operators offer filters for the Internet browsing capability on their networks. Some set the filter to ‘on’ by default. There is no compelling evidence that the Code should require the filter to be set to ‘on’ by default.

Although volumes of page impressions is still low relative to the fixed Internet, it is growing. The most recent monthly figure published by the Mobile Data Assocation is 15.5million. The policy adopted by the mobile operators appears to be giving adequate protection to customers.

One development in this is space is the publication by the BSI (sponsored by Ofcom and the Home Office) of a Publicly Available Standard (PAS 74) for Internet filtering products. The purpose of this standard is that filtering companies will be able to get their product kite marked if they meet the specification of the PAS. It should then be easier for members of the public to make an informed choice about the better filtering  products, from the several hundred that are on the market.

As Internet filters for mobiles are implemented on the network rather than the client device and as such are not configurable by the customer, it is not currently possible for the Internet filters on the mobile networks to meet the specification of the PAS. However, one clear advantage of the filter being implemented at network level is that it is not possible for tech-savvy children to disarm it, as can happen with PC based installations. 

Illegal Content

With respect to illegal content, the Code provides as follows:

“Mobile operators will work with law enforcement agencies to deal with the reporting of content that may break the criminal law.  Where a mobile operator is hosting content, including web or messaging content, it will put in place notify and take-down provisions.”

All the mobile operators are members of the Internet Watch Foundation and are thus subject to its Code of Practice. The main feature of this Code is that mobile operators commit to operating a ‘notice and takedown’ for any illegal content that is reported to be hosted on its servers. Illegal content in the UK is very rare in the UK (less than 1% of all reports). 

A further development in this area is that the IWF have made the list of web sites (URLs) that contain illegal content available to members on near real-time basis. Mobile operators have declared their willingness to use this list to prevent the Internet browsing facility on their network accessing these sites. The principle reason for this is to protect customers from accidentally stumbling across this illegal content, as it is an offence to possess such content in the UK. It should also make it more difficult for those that are deliberately seeking out such material to find it, thus reinforcing the message that it is wrong.

All operators have either deployed or are in the process of deploying the blocking list across their networks. 

Note about completion of the ‘Call for Evidence’ document

In its response, the MBG has not answered every question. We have focused on those areas where we have direct experience of the question being asked.

Comments:



VIDEO GAMES

Benefits and opportunities
1 What are the benefits of video games to a) children and young people, b) society, c) the economy? (Please refer to paragraph 3.2) 

According to the M Metrics survey, approximately 4.5% of subscribers in the UK download games to their mobiles on a monthly basis. This would set the annual retail value of mobile games in the region of £40-£70 million in the UK. – a relatively small number when compared to the retail market for traditional video games but with potential for further growth.

Much has been written about the benefits to children of electronic gaming, in terms of problem solving, hand/eye co-ordination and familiarity with technology. The MBG will leave it to others better qualified to comment on these aspects. 

An additional facility for games played on mobile phones is the potential for location based features. An example of such a service would be a simulated ‘hunt and destroy’ game, played out over a defined geographical area. Using location information supplied by mobile networks or GPS, players can be challenged to find each other or specific locations in the game. At present location based gaming on mobile phones is a very small market but to the extent that they are available and played, they can be useful in teaching spatial awareness, geography and problem solving skills.



2 What are the opportunities presented by video games to a) children and young people, b) society, c) the economy? (Please refer to paragraph 3.2)

There are many applications for children in addition to providing entertainment. Games can involve problem solving, be educational (Sudoku, Brain games similar to the Dr Kawashima Brain Training which is massively popular on the Nintendo DS with children and parents alike) and there are also language tools.  Simulation games demonstrate the impact of decision making (such as SIMs society)



Understanding the potential risks
3 What are the potential and actual risks to children and young people who engage with video games and how should the Review approach defining and measuring the risks? (Please refer to paragraph 3.3)

One of the risks of playing electronic games is that participants engage in those whose content is not suitable for children. In addition, with location based gaming, there is the possibility of service providers pitting children against adults that are not known to them. In this section on risk, the MBG describes actions taken by the mobile operators to address any identified issues.

Games purchased (perhaps using a premium rate mechanism) via a mobile phone are covered by the mobile content code referred to earlier in this response. Any game that contains 18 content, in accordance with the framework published by the Independent Mobile Classification Body, would be placed behind access controls and not made available to customers until they have established, through age verification, that they are at least 18 years old. To date, mobile games have not generally been classified under the PEGI system. As noted above, the volumes are very low and the cost of classification would not be justified. Furthermore, there is no perceived demand for further classification. The IMCB classification provides good protection against any games published for mobile with an 18 classification falling into the hands of minors.

Mobile games generally contain much lower level of violence than console games.  This is because the smaller screen size means that graphics are more limited and the games providers do not want to restrict their games to over 18 audiences. Furthermore, production of mobile games is very expensive and in order to reach critical mass, they will not produce titles to a limited audience.

With respect to location based gaming, the mobile operators published a Code of Practice for the regulation of all passive location services (i.e. where one person can find the mobile device of another using GSM network supplied data) in September 2005. The Code forms part of the commercial terms existing between the mobile operator and the location provider. The mobile operator thus ensures that the location provider is bound by the terms of the Code. The location feed can be turned off if the service provider does not follow the Code. Mobile operators are not in a position to enforce GPS based location services, as they are not supplying the location data. 

The Code has a section on location based gaming. Its primary aim is to ensure that children are not introduced, via the game, to adults that are not known to them. To the MBG’s knowledge, the Code has been successful in this objective but volumes are low and so there may have been no question of such a situation arising through location based mobile games. The Code was thoroughly consulted on with the police, Home Office, Information Commissioner and children’s charities prior to implementation and we are confident that it provides effective and appropriate protections.



4 What do a) children and young people and b) parents know already about the potential and actual risks of playing video games? (Please refer to paragraph 3.3)

Comments:



5 What do a) children and young people and b) parents think and feel about the potential and actual risks of playing video games? (Please refer to paragraph 3.3)



Helping children, young people and parents manage risks
6 What are the range of mechanisms that exist to help children, young people and parents manage the potential or actual risks of playing a) hard copy video games b) games downloaded from the internet c) games played on line? (Please refer to paragraph 3.4)

See response to Q3 above 

In addition to age verification, many operators include warnings before a game can be downloaded and some operators can also turn off the ability to download games if requested by customers.

Operators also provide advice to children and parents on various mobile applications including controlling costs, access controls and the necessity for parents to have a dialogue with their children on how they use their phone and the internet.



7 To what extent do a) children and young people and b) parents understand and use the video games age classification system and/or other descriptions of content? (Please refer to paragraph 3.4)

Comments:



8 In what other ways do a) children and young people and b) parents seek to manage perceived risks of video gaming and how do they feel about their ability to do so? (Please refer to paragraph 3.4)

Comments:



9 How well do these different approaches and mechanisms work? (Please refer to paragraph 3.4)

See response to Q3 above

As mentioned elsewhere in this response, there are very low levels of complaints about mis-classification of content (including games).


10 What roles do the retail and advertising sectors play in supporting children, young people and parents to manage potential and actual risks in playing video games? (Please refer to paragraph 3.4)

The Mobile operators, under the MBG, are members of the Committee for Advertising Practice and are subject to the Advertising Standards Authority.  Phonepay Plus also regulates the advertising and promotion of mobile games paid for by premium rate.



11 What opportunities exist for children, young people and parents to learn about safe, responsible and fulfilling video game playing – and do they help?(Please refer to paragraph 3.4)

Comments:



Need and potential for improvement and change
12 What, if anything, could be changed in order to help children, young people and parents manage the potential or actual risks of playing a) hard copy video games b) games downloaded from the internet c) games played on line, and what are the pros and cons of different approaches? (Please refer to paragraph 3.5)

Comments:



13 What are the emerging opportunities for developing other ways of supporting children, young people and parents? (Please refer to paragraph 3.5)

 

Comments:



THE INTERNET

Benefits and opportunities
14 What are the benefits of the internet to a) children and young people, b) society, c) the economy? (Please refer to paragraph 3.6)

As stated in the introduction to this response, mobile phones on the market are increasingly sophisticated and capable. Furthermore, they are fast becoming children’s first adult possession and providing their first taste of independence. 

This presents children with considerable opportunities and challenges. 

Beyond basic texting and voice calls, young customers often customise their phones with downloaded ringtones and ‘wallpaper’. They also download music tracks, games and video clips. The in-built camera is used for taking still and video shots. The newer devices have an Internet browsing capability. IM and VOIP are also now available on mobile. All in all, the mobile device offers a comprehensive introduction to advanced technology and basic e-commerce transactions (such as buying a music download). It is also increasingly being used in a formal educational context. For example, the camera facility can be used to capture data on school field trips, which is then downloaded back in the classroom.

In the near future, it is expected that there will be growth in search and social networking services being conducted via the mobile device.

In terms of value to the economy, transactions for mobile are split into the value of goods and services purchased from the content portals of the mobile operators and their commercial partners and transactions conducted over the Internet (using the browsing facility on the mobile device). The former are usually paid for using Premium Rate or similar charging mechanism using the customer’s mobile account. PhonepayPlus, the premium rate regulator, estimates that the total market for such mobile services is just under £1billion per annum.

It is not possible for mobile operators to measure the equivalent value for e-commerce conducted via the Internet browser of mobile devices, as it is merely acting as a conduit to the web. As payment mechanisms available on the Web are only really available to adults, it is likely that few of the e-commerce transactions conducted via the mobile web are conducted by children. As mentioned before the number of page impressions, as collated by the MDA, executed from a mobile is steadily rising.



15 What are the opportunities presented by the internet for a) children and young people, b) society, c) the economy? (Please refer to paragraph 3.6)

Comments:



Understanding the potential risks
16 What are the potential and actual risks to children and young people who use the internet and how should the Review approach defining and measuring those risks?  (Please refer to paragraph 3.7)

The challenges or risk areas presented by the Internet are usually characterised as follows: Viruses, Fraud and privacy and, in relation to children, inappropriate contact, content and commercial activity.

For many of these risks, the customer of a mobile network is better protected than the equivalent using a fixed connection. For example it is very rare for mobile devices to be attacked by viruses. This is partly because far fewer viruses are written for mobiles and partly because mobile operators devote considerable resources to keeping the networks secure. Likewise with Spam, where mobile operators have been successful in combating Spam and thus ensuring that their customers’ services remain relatively Spam free. The consequence is that mobile customers are also less exposed to fraud activities such as phishing and invasions of privacy. Nevertheless, there is no room for complacency and mobile operators will persist in their efforts to protect the whole customer base, including children, from these risks.

With respect to the risks presented to children from contact, content and commerce, the mobile operators have introduced or participated in the development of a raft of measures to combat perceived threats.

Contact

The risk on the new media platforms that has perhaps given rise to the greatest anxiety among parents is the possibility of children being contacted online by a paedophile and for this to have real world consequences.

In the early days of chat rooms etc. there were reasonably frequent reports in the media of a child being abducted or assaulted as a result of an online meeting leading to a real life meeting. Even though, in absolute terms, these were rare occurrences, the reports and a large number of information campaigns on the subject, seem to have created a much greater awareness of the risk. In fact Ofcom’s recently published Consumer Experience research records contact by a paedophile on-line as being one of consumers’ greatest concerns. In general this may be a positive thing, in that it should encourage parents to address online safety with their children, as they would with road safety and in turn for children to engage in less risky behaviour. Nevertheless, the on-line risk should not be allowed to obscure the fact that children are still at greater risk of harm from their immediate  family and acquaintances.  Nor should unwarranted fear lead to unnecessary restrictions being placed on children’s use of the Internet, which is now recognised as being absolutely integral to a child’s education and development. As Professor Sonia Livingstone notes in her UK Kids Go Online research, those children that explore the most are exposed to the greatest risks but they are also the most likely to derive the greatest benefits.

The key, therefore, is to continue our collective efforts to identify the risks and to educate children in effective risk management strategies.

The mobile operators are very supportive of organisations such as Childnet International and CEOP that have made great efforts to roll out educational material on these topics. The mobile operators have also developed educational material, often with external partners such as NCH, NFPI, Childnet and NSPCC. And so it is likely that all the relevant resources are available. 

The challenge is now more about ensuring that consumers engage.

The Byron Review will have scored a huge achievement if it succeeds in getting consumers to take on board the relevant educational messages, learn to make a realistic assessment of the contact risks and adapt behaviour accordingly.

In addition to educational materials, the mobile operators have taken several steps to improve customer safety.

a) Under the content code of practice referred to in the introductory section, all commercial chat rooms for mobile that are not moderated are placed behind access controls and only made available to customers that are at least 18 years old.

b) Passive location services based on mobile network location data are all subject to a code of practice developed by the industry. There are services available that allow parents to keep an eye on the whereabouts of their children. The Code requires that all such locators to prove their identity and address on registration. This measure guards against the possibility of those with no legitimate interest in the whereabouts of children making use of such services. The Code also requires that regular reminders are sent to ‘locatees’ so that phones cannot be tracked without their knowledge.

c) Mobile operators have participated extensively in the development of the Good Practice Models published by the Home Secretary’s Task Force for child protection on the Internet. Operators require their commercial partners to adhere to the good practice models. In recent months a number of popular Social Networking services have announced mobile applications. Operators will require such partners to follow the HOTF guidelines that are currently under development.

Content

The MBG refers the Review Team to the introduction to this response, where the measures taken by mobile operators to address issues around content have been described.   

Commerce

The mobile device is increasingly a platform on which economic transactions can be executed. In their simplest form this could be a wallpaper or music track bought through a premium rate charge. Mobiles are used for direct marketing campaigns (perhaps an SMS to the handset). Increasingly advertisers will be able to serve context sensitive advertising in association with mobile search facilities (e.g. Google on the mobile). 

Mobile operators are very aware of the need to protect children from inappropriate commercial activity.

The members of the MBG work closely with the PhonepayPlus, the premium rate regulator. Through self regulatory efforts and the formal PhonepayPlus Code considerable time and energy is devoted to enforcing the premium rate rules relating to consumers in general and children in particular.

The MBG and the Mobile Marketing Association have recently joined the Committee for Advertising Practice. The CAP is currently undertaking a review of its code and through the MBG and the MMA, the whole mobile industry will be engaged in the debate about the most appropriate rules for advertising to children.



17 What do a) children and young people and b) parents already know about the potential and actual risks of using the internet? (Please refer to paragraph 3.7)

Comments:



18 What do a) children and young people and b) parents think and feel about the potential and actual risks of using the internet? (Please refer to paragraph 3.7)

Comments:



Helping children, young people and parents manage risks
19 What are the range of mechanisms that exist to help children, young people and parents manage the potential or actual risks of engaging with the internet? (Please refer to paragraph 3.8)

The range of mechanisms, which have been set out more fully in other sections of this response, are as follows:

a) Network integrity measures to protect from security breaches, ID theft and viruses.

b) Formal regulation such as the PhonepayPlus 11th Code of Practice for premium rate services (albeit PRS are not generally accessed via the Internet) 

c) Self regulation – Non broadcast Code of the Committee for Advertising Practice, the Mobile operators’ Code of Practice for the self regulation of new forms of content on mobile, the Industry code of practice for passive location services, Good practice guidelines published by the Home Secretary’s Task Force for child protection on the Internet and the Internet Watch Foundation’s Code of practice tackling illegal content. Cyberbullying taskforce.  Input to the Government’s advice on cyberbullying and supported their promotional campaign during anti-bullying week.

d) Technical tools – Internet filters applied to mobile networks’ Internet browsing facilities, blocking filters applied to the database of illegal child abuse URLs compiled by the IWF, access controls for 18 rated commercial content on mobiles

e) Education: Ultimately no technical or regulatory intervention can provide a fool-proof safety surround. It is therefore absolutely critical that all interested parties continue in their efforts to engage and educate consumers (and parents of consumers) in the art of informed risk assessment and appropriate on-line behaviour.

The MBG has had a positive experience of self-regulation. The benefits can be summarised as follows: It creates industry buy-in, is quicker to implement, more adaptable to changing circumstances, and almost invariably more cost effective. It can deal with matters that can be very complicated to legislate for.



20 Are children, young people and parents aware of the tools available and to what extent do they use them? (Please refer to paragraph 3.8)

Operators have promoted their own tools to customers, as appropriate as opposed to a cross industry approach.

It should be emphasised, though, that even if parents are not aware of the tools, 18 commercial content cannot be accessed through the mobile until a process of age verification has been carried out. And ,although, it is not a requirement of the Code, most operators put the Internet filter on by default.



21 In what other ways do a) children and young people and b) parents seek to manage the perceived risks of using the internet and how do they feel about their ability to do so? (Please refer to paragraph 3.8)

Comments:



22 How well do these different approaches and mechanisms work? (Please refer to paragraph 3.8)

 

As mentioned elsewhere in this response (see answer to Q3), there are very low levels of complaints about mis-classification of content or of children accessing inappropriate content via the mobile Internet browser. 


23  What roles do the retail and advertising sectors play in child safety online? (Please refer to paragraph 3.8)

 

The Mobile operators, through the MBG, are members of the Committee for Advertising practice and are subject to the CAP Code, as administered by the ASA.


24 What opportunities exist for children, young people and parents to learn about safe, responsible and fulfilling internet use – and do they help? (Please refer to paragraph 3.8)

There is a lot of material available on-line supplied both by NGOs, government organisations and commercial companies. The mobile operators have partnered with a range of organisations such as Childnet, NFPI, NCH and NSPCC to produce educational resources to inform parents and children about the safe and responsible use of mobile phones, including their use for browsing the Internet.



Need and potential for improvement and change
25 What, if anything, needs to be changed in order to help children, young people and parents manage the potential or actual risks of going on line and what are the pros and cons of different approaches? (Please refer to paragraph 3.9)

 

Comments:



26 What are the emerging opportunities for developing other ways of supporting children, young people and parents? (Please refer to paragraph 3.9)

Comments:



GENERAL
27 What impact will new ways of accessing media have on the questions being considered in this review? (Please refer to paragraph 3.10)

Comments:



28 Do you have any further comments? 

To briefly summarise

· The UK’s mobile operators are committed to protecting their customers from harm, particularly children

· Regulation needs to be evidence based and well thought out.

· Our experience is that the terms of the mobile content code have led to the implementation of appropriate and proportionate measures to achieve this objective

· Nevertheless, no technical solution can provide all the answers. There is a shared responsibility with other stakeholders such as parents to develop children’s ability to use new media services responsibly, confidently and constructively

· The mobile operators will remain very active participants and partneres in the discussions for future policy development.



29 Please let us have your views on responding to this consultation (e.g. the number and type of questions, was it easy to find, understand and complete etc?) 



Thank you for taking the time to let us have your views. We do not intend to acknowledge individual responses unless you place an 'X' in the box below.

Please acknowledge this reply X
Here at the Department for Children, Schools and Families we carry out our research on many different topics and consultations. As your views are valuable to us, would it be alright if we were to contact you again from time to time either for research or to send through consultation documents?

X Yes

No

All UK national public consultations are required to conform to the following standards:

1. Consult widely throughout the process, allowing a minimum of 12 weeks for written consultation at least once during the development of the policy.

2. Be clear about what your proposals are, who may be affected, what questions are being asked and the timescale for responses.

3. Ensure that your consultation is clear, concise and widely accessible.

4. Give feedback regarding the responses received and how the consultation process influenced the policy.

5. Monitor your department’s effectiveness at consultation, including through the use of a designated consultation co-ordinator.

6. Ensure your consultation follows better regulation best practice, including carrying out a Regulatory Impact Assessment if appropriate.

Further information on the Code of Practice can be accessed through the Cabinet Office Website: http://www.cabinetoffice.gov.uk/regulation/consultation-guidance/content/introduction/index.asp

Thank you for taking time to respond to this consultation.
Completed questionnaires and other responses should be sent to the address shown below by 30 November 2007

Send by post to: 
DCSF
Area 1A Consultation Unit
Castle View House
Runcorn
Cheshire
WA7 2GJ


Send by e-mail to: evidence.byronreview@dcsf.gsi.gov.uk
� Ofcom’s International Communications Market, 2007 Report


� Aggregation of staff numbers taken from most recently filed accounts for the UK operations of the five mobile networks


� Ofcom: The Communications Market 2007


� http://www.mobilebroadbandgroup.com/facts.htm


� HSPA – a 3G upgrade -  High Speed Packet Access (or a variant HSDPA – High Speed Downlink Packet Access)


� M Metrics Int’l consumer survey, Sept 2006


� http://www.mobilebroadbandgroup.com/social.htm





� http://www.mobilebroadbandgroup.com/social.htm


� HSPA – High Speed Packet Access, designed to deliver domestic broadband speeds to mobile devices via 3G networks (Variant is HSDPA – High speed downlink packet access)


� To be found at: http://www.gsmworld.com/gsmeurope/news/press_07/press_07_02.shtml





