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Introduction
The UK mobile operators, under the auspices of the Mobile Broadband Group (MBG) have been reviewing the “UK code of practice for the self-regulation of new forms of content on mobiles” ,which was first published in January 2004  The Code provides protection against minors being able to access inappropriate content on advanced mobile handsets over 3G mobile networks. The Code has been fully implemented since 2005. The conclusions to the review are set out on page 7 of this document.
Background

In 2004, the mobile operators were creating something that had not been tried before in a mobile context. The Code was very much pioneering work, where the mobile operators were taking the lead in policy discussion. However, since that time, public policy has moved on and other actors and initiatives have come into existence, such as the UK Council for Child Internet Safety (set up after the Byron review) and the European Framework for Safer Mobile Use by Young Teenagers and Children. While there are now more actors there are also more participants in the value chain taking an active interest in child protection. In the future, bearing in mind the cross border nature of many services and providers, we anticipate that Europe will play a greater influence in policy making in this area.
Process
In August 2008, the MBG published a public consultation document, asking for responses by November 2008. In addition the mobile operators took account of the following reports when conducting its review:

· An independent evaluation of the code undertaken by Ofcom in 2008. (The type of content covered by the Code falls outside the official remit of Ofcom. Nevertheless, it was valuable to have this independent exercise carried out. The mobile operators co-operated fully on a voluntary basis. Ofcom’s full report can be found on their website
 and a summary of their recommendations is set out in an annex to this document. 
· The review children and new technology carried out Dr Tanya Byron
.
· An implementation report, published in April 2009, carried out by PWC. The report assessed the level of compliance of each EU country’s mobile code to the European framework for safer use of mobile by young teenagers and children.

The findings and recommendations of each of these reports were treated as key inputs to the MBG’s review.
The purpose of this document is to summarise responses and to draw conclusions from the review.

Summary of responses
In addition to Ofcom’s report, the MBG received nine written responses [BBC, CEOP, Childnet, CHIS, IWF, Microsoft, MX Telecom, Steljes, Useful Networks]. The responses received came from a good range of stakeholders, such as children’s charities, law enforcement and content providers. The consultation document posed a number of direct questions. This summary attempts to give an overall and objective summary of the views expressed but the full responses are also available.
Commercial content
Consultation Q1: Do you agree that the way mobile operators currently signpost content on their portals and use access controls to signpost restricted access areas is the right approach?  If not, what else do you feel could be done?"

Two respondents [Childnet & CHIS] strongly supported the use of access controls for adult content and considered it essential that access controls are applied by default. They also sought clear information and advice to parents on the implications of removing the adult bar. 
In line with the Ofcom review, CHIS felt that there is a great deal of progress to be made in relation to consumer education at the point of sale in stores. First, the age of the prospective user should be obtained during the sales process and secondly, advice should be offered proactively. This requirement should extend to independent dealers such as Carphone Warehouse and Phones4U.
Another respondent [Microsoft] noted that the level of complaints was low and that this suggested the current implementation of the Code by operators is effective and that there is no need for extensive change. This respondent supported Ofcom’s recommendation that the number of red and yellow cards issued be published via the IMCB web site.

By contrast another respondent [Childnet] was not confident that lack of complaints was a robust basis on which to judge the policy is working effectively and would like to see a more systematic method of monitoring, particularly as the availability and use of mobile Internet increases.

Consultation Q2: "Do you believe that there is significant demand for a more granular age categorisation for content available on mobile handsets, rather than simply 18 and unrestricted?  If so, what age categories do you think would be appropriate?  Please explain the reasons for your answer.
Ofcom and three other respondents [Childnet, CHIS & Steljes] supported the notion that mobile operators should offer more than one age category, on the grounds that content that might be suitable for a 16 year old would not always be suitable for a 9 year old (many of whom now have mobile phones. It is important to keep in mind children’s very considerable distress when they see violent or sexual content when they are very young).

One respondent [CHIS] suggests the BBFC framework would be a good basis on which to introduce extra age categories and states that “it is important to explore ways to ensure that younger children cannot access content deemed by the competent authorities as suitable only for older children.” There is recognition that any developments with commercial content will need to go hand in hand with developments for Internet content.

Another [Childnet] pointed out that it would be useful to have more age categories in the context of social networking sites, which are only supposed to be available to children that are at least 13 years old.
Another respondent [the BBC], on the other hand does not believe that further age categorisation is the way to progress, because research is showing that customers actually want more detail than a simple age category such as 12 or 15.  Age ratings are seen as too general. What one 15 year old is emotionally old enough to see may differ widely from what is appropriate for another to see. Parents may also have different views as to the suitability of different types of content for their offspring (such as strong language, sexual content or violence).
Their preferred approach is to offer a single symbol, indicating that further contextual information about a piece of content is available through, for example, a click through link. This respondent would also expect content made available on a mobile device to carry the relevant information.
A further respondent [Microsoft] believed that there is no need to complicate the code further. More granular categorisations could increase inconsistencies across countries and this may impede the ability of content providers to provide a variety of cost effective content across the EU.
Both these respondents [BBC and Microsoft] adhere to the BSG’s Good Practice Principles on Audio Visual Content Information and support the MBG’s commitment to the principles.
Finally, one respondent requested [Useful Networks] a change in terminology, believing that ‘adult content filter’ was a poor description for the content control barrier, as it implies that all barred content is of an erotic nature. This would be off-putting for women wanting to access barred services such as chat and location based services. Age verification has proved a serious impediment to market development. Location Services that have been successful in Denmark and Sweden have not taken off in the UK because of customers’ either lack of understanding or unwillingness to remove the adult bar.
In addition, one respondent suggested that it should be possible for visual age verification to be available on interactive mobile video services.

The PWC report noted that the Code did not explicitly cover commercial content provided by third parties. Third party providers have always been implicitly included. The new code will make this point explicitly.
Chat rooms and social networking sites

Consultation Q3: How do you feel about the approach the mobile operators take to chat rooms and social network sites and do you support the stricter moderation requirements for mobile based chat rooms that mobile operators have put in place?"
 

Respondents were generally supportive of mobile operators’ approach to mobile only chat rooms.

Opinion was divided about social networking sites, with one [Microsoft] believing strongly that services such as Facebook and Live spaces should not be subject to special mobile only rules. Another [CHIS] believed that, despite the Home Office guidelines, social networking sites still offer a degree of unmoderated interactivity that puts children at risk. They believe that leaving social networking sites in front of the adult bar would be an error. The respondent would like the mobile operators to offer clear guidance for parents about the nature of social networking sites.
Another respondent [Steljes], believed that greater use of technology could be made across both chat rooms and social networking sites to identify inappropriate content.
Finally, [CEOP] noted that while there is a paucity in the number of reports of abuse received from the public mentioning mobile phones, there is strong evidence that this will become a significant area of concern for this stakeholder [CEOP] as technologies develop and converge and as children gain greater access to affordable mobile devices and as offenders continue to exploit technology to generate and share material and to make contact with potential victims.
 Internet Content

Consultation Q4: Bearing in mind that mobile operators  do not control the content available on the internet, do you think that there are any other options available to limit children's access to adult content over a mobile device?  If so, how do you envisage this would work?"

Respondents were also generally supportive of the Code’s approach to filtering Internet content at the network level and concurred that it was effective. Two [CHIS and Microsoft] stated a preference for the filter to be set to ‘on’ by default, across the board. One of them also suggested that parents should be able to filter Internet content at a greater level of granularity, although they acknowledged the technical complexity of doing so.
They believed that the mobile industry could step up the levels of advice and information to parents to ensure that parents fully think through the specific risks that allowing access via a mobile might present.
Illegal Content

Consultation Q5: Do stakeholders have any comments about the handling of illegal content by the mobile operators?

All respondents that answered this question supported mobile operators’ approach to illegal content and agreed that direct reference should be made to the IWF in the Code.
Furthermore, the PWC report noted that the UK was not compliant with a requirement number 14, whereby: Mobile providers will support national authorities in dealing with illegal child images and, through the INHOPE hotline network or equivalent approaches, will facilitate the notification of this content where hosted on mobile community products or on the internet.
In fact, the mobile operators have been strong supporters of the Internet Watch Foundation for several years. They are doing vital work to combat illegal content on line. The UK mobile operators’ code will become compliant with the European framework by making direct reference to the IWF.
Unsolicited bulk communications

Consultation Q6: Do stakeholders have any comments or suggestions about how to reduce unsolicited messages?

Most respondents did not comment on this section. Two respondents [Childnet and MX Telecom] made reference to mobile SPAM, with specific reference to SPAM that is attempting to induce customers to use premium rate services. It was suggested that mobile operators take full account of the mobile review being undertaken by PhonepayPlus. 
Malicious communications
Consultation Q7: Do stakeholders agree with the approach or have any other comments?

Respondents that commented on this section confirmed that the support mobile operators give those who are the targets of cyberbullying is very important and valuable. One recommended that operators have mechanisms in place to provide appropriate data flow to the law enforcement authorities in the event that malicious communications cross a line and become criminal.
However, the PWC report noted that the UK Code was not compliant with requirement number 2 whereby Mobile providers should ensure customers have ready access to mechanisms for reporting safety concerns.
Actually, mobile operators do provide customer support through web access and telephone help desks. 

The MBG will make the Code more specific on this point to provide clarification and achieve compliance with the European Framework.
Information and advice

Consultation Q8: Do stakeholders have any comments about mobile operators’ approach to giving customers information and advice or any suggestions as to what further measures might be practical and helpful?

Quite a few respondents [CHIS, Childnet, BBC, Microsoft] stressed the importance of assisting parents and children in getting information about the nature of new mobile devices and services, although one [MX Telecom] believed that it was much more important to have protections on and thus obviate the need for parents to take on board a lot of information.
Two [Childnet and CHIS] acknowledged that there have been some good initiatives in providing information and advice to consumers and the provision of resources for schools and teachers in this area but, along with Ofcom, were firmly of the view that more could be done to communicate information to parents about the capabilities of the mobile devices, the risks and the available protections. Ofcom were also concerned about phones that were passed from parents to children, where the adult bar may have been removed and making sure that parents re-applied the bar when passing a phone to a child. There was a feeling that in store, at the point of sale, presented the best opportunity for a) obtaining the age of the person that would be using the phone and b) communicating relevant information.
It was also felt some effort could be made collectively to exert influence on the independent channel to do the same.

The PWC report was also critical that the Code did not explicitly reference the need to encourage parents to have conversations with their children about safe use of mobile phones.
 MBG summary of conclusions
The MBG was extremely grateful for stakeholders’ responses to its public consultation. We were also pleased that Ofcom’s overall view of the Code, that it is “effective in restricting young people’s access to inappropriate content and a good example of industry self-regulation”, was largely echoed by other stakeholders.

Suggestions for further actions broadly fell into three categories: there should be improved technical tools, more should be done on education and awareness and that the operation of the Code and work of the IMCB should be more transparent.

Improved technical tools
The suggestions for improved technical tools centred around providing more granular content information and Internet filters, testing filters and providing improved age verification processes, including visual age verification for video services.
The MBG has reflected carefully about whether to mandate more granular content information and Internet filters in the Code of Practice. On balance it continues to hold the view that the present requirements are providing appropriate protections. There is nothing to prevent individual operators from providing, for example, more granular Internet filters, if they so choose but there is insufficient evidence to suggest that it is necessary or proportionate to mandate greater granularity across the whole industry. Nor is there any evidence that filters are not working properly and would benefit from systematic testing. Operators’ web filters are provided by specialist third parties. We feel that it is appropriate to rely on their processes for safeguarding the ongoing operation of the filter. Nevertheless, the Code will now require that mobile operators take the IWF blocking list and it is anticipated that a system of formally testing the filter blocking illegal content (as determined by the IWF) will be introduced in 2009.
The MBG notes that some customers are still experiencing difficulties in getting through the age verification processes. While many improvements have been to the age verification procedures since the launch of the Code, this matter will continue to be kept under review, as will methods of age verification. The code has never been specific about the methods that operators should use, which will continue. Thus, the Code is not taking a position over whether remote visual AV should a valid method. This will be up to each operator to judge according to the particular circumstances. 
Education and awareness 
A number of stakeholders, including Ofcom, recommended that operators devote more effort to promoting awareness of the Code and child protection issues on mobile. Ofcom’s mystery shopping exercise
 indicated that around 10% of front line staff (in retail stores and on the telephone helpdesks) was unable to give information about the child protection systems in place. An enormous amount of resource has already been devoted to training thousands of customer services and retail personnel, updating online procedures and providing literature to ensure customers receive relevant information on appropriate safeguards.  . Getting to the point where 90% (the inverse of 10%) can deliver information about child protection systems involves considerable investment.  
Nevertheless, further thought will be given to what can be done in this area, while recognising that operators need the flexibility to decide what the best way of delivering such messages. For those operators whose access control protections are on by default, it may be more appropriate for their customers to receive information about safeguards at the point they wish to access restricted content.  Where operators do not have controls on by default it may be more appropriate to provide this information to customers at point of sale.

In addition, mobile operators will continue to support industry wide initiatives, such as the Teachtoday web resource
 and the UK Council for Child Internet Safety, as well as partnering with third parties such as NSPCC and CEOP.
Greater transparency about the Code and the way in which it is operates

The MBG accepts the recommendations that have been made in relation to greater transparency. Mobile operators will attempt to make the Code easier to find on web sites. The mobile operators will share the number of yellow and red cards (for code breaches) issued to content providers with IMCB and request that IMCB publish these numbers. IMCB has agreed to publish minutes of its board meetings and an annual statement of accounts.
Annex 

Summary  of Ofcom recommendations arising from their review of the mobile content code

Mobile network operators

To verify and monitor the implementation and effectiveness of the measures in place to restrict access to 18-rated content on mobiles, we recommend that the industry considers:

• independent periodic testing of the effectiveness of internet filtering and content

controls, publishing findings on the IMCB website;
• formalising sharing yellow/red card data with other operators and IMCB;
• redoubling efforts to ensure that information about content controls supplied by

retailers, customer services and websites is accessible and easy to understand,

particularly where the content controls are set in the ‘off’ position by default;
• reviewing the prominence, ease of access and clarity of information provided on

mobile operators’ websites;
• seeking to establish the age of a phone user during sales transactions;
• the child safety implications of user-generated content and social networking sites in the operators’ review of the Code. Due consideration should be given to recently

published Home Office 24 social networking guidance; and
• whether a binary system at 18 provides sufficient protection from inappropriate

content for younger users or if a more granular system should be considered.

Independent Mobile Classification Body (IMCB)

To ensure transparency in the operation of the Code and Framework we would ask the IMCB to comply with its responsibilities to:
• publish minutes of board meetings on its website; and
• publish an annual statement of accounts on its website.
In addition, to demonstrate Code compliance, we recommend that the IMCB formally

receives data from mobile operators on the nature and volume of yellow and red cards issued. We recommend that the IMCB publishes annually, on its website, information pertaining to yellow/red cards, to demonstrate the effectiveness of self-enforcement of the provisions of the Code.



















� � HYPERLINK "http://www.ofcom.org.uk/advice/media_literacy/medlitpub/ukcode/" �http://www.ofcom.org.uk/advice/media_literacy/medlitpub/ukcode/�


� � HYPERLINK "http://www.dcsf.gov.uk/byronreview/pdfs/Final%20Report%20Bookmarked.pdf" �http://www.dcsf.gov.uk/byronreview/pdfs/Final%20Report%20Bookmarked.pdf�


� � HYPERLINK "http://www.gsmeurope.org/documents/PwC_Implementation_Report.pdf" �http://www.gsmeurope.org/documents/PwC_Implementation_Report.pdf�
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� � HYPERLINK "http://www.teachtoday.eu/" �http://www.teachtoday.eu/�





PAGE  
10

